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Cognitive radio network is capable of adopting the best wireless
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multiple-output (MIMO) cognitive interference radio network
over Rayleigh fading channel. It consists of a primary user A, a

Keywords secondary user C, a primary receiver B, a secondary receiver D

and an eavesdropper E. When A communicates with B, it
Antenna correlation interferes D, and E tries to decode information from A. In a similar
Cognitive radio diversity manner, when C communicates with D, it interferes B, and E tries
Ergodic secrecy capacity to decode information from C. It is assumed that the terminals of
Interference users, receivers and eavesdropper all are equipped with correlated

multiple antennas. On the basis of these considerations, we derive
the closed-form analytical expression of the ergodic secrecy
capacity at the receivers with antenna correlations of all terminals.
The effects of transmitting and receiving antennas, their
correlations and diversities on the ergodic secrecy capacity are
investigated in the presence of eavesdropper. In addition, the effect
of antenna correlation with interference case is compared with the
case of without interference. Moreover, the effects of
eavesdropper antennas and their correlations on the ergodic
secrecy capacity are also investigated.

1. Introduction

In the recent years, security has become an important issue for wireless communication systems due to the spreading
nature of wireless medium and susceptible to eavesdropping [1-5]. On the other hand, the demand of wireless radio is
increasing day by day due to the expansion of mobile network applications. But mobile network suffers from a
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problem of spectrum scarcity, and conventional spectrum allocation method is not able to mitigate this problem. Cog-
nitive radio can be utilized to solve this issue [6-9]. Because it can automatically detect the available channels in a
wireless spectrum and thus changes the transmission parameters for enhancing the link quality of radio channels. In
the last two decades, multi-antenna transmission and reception technique of wireless signals becomes popular in the
world for enhancing the capacity of wireless channels [10-13]. But it suffers from the problem of capacity degradation
due to antenna correlations [10,11]. The physical layer security of cognitive radio channel was studied in [1], and
derived the closed-form expressions for the exact and asymptotic secrecy outage probability. A cognitive interference
network was studied in [2], deriving the expression of secure outage probability. The security-reliability trade-off
analysis was carried out for CRN in [3] and derived the closed-form expressions for the secure outage and intercept
probability. The analytical expressions of ergodic secrecy capacity of an artificial noise-aided CRN was derived in [4]
for investigating the impact of interference of a secondary system on the primary system in the presence of eavesdrop-
pers. Secure communication through a cognitive interference channel was studied in [5], where authors calculate the
secrecy rate of the receiver and proposed three cooperative jamming and beamforming techniques together to misguide
the eavesdropper and cancel out jamming interference at receivers. The security and reliability performance of coop-
erative non-orthogonal multiple access cognitive networks was studied in [6] deriving the expressions of connection
outage and secure outage probability. The security reliability tradeoff had been investigated for a multiuser scheduling-
aided energy harvesting cognitive radio network in [7] and found the expressions of intercept probability and outage
probability. The reliability and security performance of cognitive millimeter wave networks had been studied in [8]
deriving the expressions of connection outage probability, secure outage probability and secrecy throughput. The se-
cure outage probability performance of a dual-hop energy RF cognitive radio network was studied in [9] over Rayleigh
fading channel.

The capacity distribution of spatially correlated, MIMO channels was investigated in [10] and found the expression
for the mean value of the capacity for arbitrary correlation matrices. The capacity performance of MIMO Rayleigh-
fading channels was analyzed in [11] with spatial fading correlation deriving the characteristic function of the capacity.
Two MIMO transmission techniques such as spatial modulation and spatial multiplexing were proposed and studied in
[12] to mitigate the adverse effect of interference of spatial modulation. Based on the theory of matrix variate distribu-
tion, the capacity of MIMO Rayleigh fading channels was investigated in [13] with Rayleigh co-channel interference
and derived the expressions of moment generating function and ergodic capacity. The performance of secure commu-
nications over correlated fading channels was studied in [14] and found the expressions for the secrecy capacity and
the secure outage probability in the form of infinite series. An analytical framework on the secrecy capability of a
CRN was proposed in [16], with transmit and interference power constraint and showed via simulation that the security
of CRN can be enhanced employing primary interference power. Recently, the feasibility of interference alignment
in MIMO broadcast channels is studied in [15] with antenna correlation and showed that superior performance of a
MIMO system can be achieved even under significant antenna correlation. Motivated by all of the above, we, for the
first time, analyze the security of a cognitive radio network taking into account the antenna correlation and interference.
The contributions of this paper are pointed out as follows;

e we describe the correlated MIMO channels and their PDFs consisting of two transmitting users (primary and
secondary), two receivers (primary and secondary) and an eavesdropper considering antenna correlations and
mutual interference created by the users.

e defining the ergodic secrecy capacity at the primary receiver, we derive the closed-form analytical expressions for
the ergodic secrecy capacity considering antenna correlation at all the terminals without and with interference.

e we investigate the effects of transmitting and receiving antennas, their correlations and diversities on the ergodic
secrecy capacity in the presence of eavesdropper. The effects of eavesdropper antennas and their correlations on
the ergodic secrecy capacity are also investigated.

o the effect of antenna correlation with interference case is compared with the case of without interference.

The rest of the paper is structured as follows. Section 2 outlines the system model and formulation of the problem.
Section 3 describe the formulation of the analytical expressions for the ergodic secrecy capacity. In Section 4, numerical
results are presented. Finally, discussion on the analysis is stated in Section 5, and this paper is concluded in Section 6.

Notations: Scalars, vectors and matrices are denoted by lower case, bold lower case and bold upper case letters,
respectively. I, represents the n x n identity matrix. The superscript (-)7 stands for the complex conjugate transpose
and [E[-] is the expectation operator. tr(-) and det(-) denote the trace operator and the determinant, respectively.
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2. System Model and Problem Formulation

We consider a MIMO cognitive radio network over Rayleigh fading environment consists of a primary user A, a
secondary user C, a primary receiver B, a secondary receiver D and an eavesdropper E is shown in Fig.1. It is desired
that A communicates with B and C communicates with D. But while A sends information to B, it interferes D, and
E tries to decode information of A. By similar ways, while C sends information to D, it interferes B, and E tries to
decode information of C. During communication between user and receiver under the eavesdropper situated nearby the
primary and secondary receivers tries to extract information, but it cannot able to get information from the legitimate
channels due to secure transmission rate, % of the users. The secure transmission rate can be determined by subtracting
the capacity of the eavesdropper’s channel from the capacity of the receivers channels [17]. These circumstances are
depicted in Figs.2 and 3, respectively. It is assumed that the terminals of A, C, B, D and E are equipped with ng, n.,np, ng
and n, correlated antennas, respectively. The channel matrices from A to B and C to B denoted respectively by Hy

na nb
Ha,b

Figure 1. MIMO cognitive radio network with correlated antennas at the primary and secondary terminals.
and H, ;, can be modeled by
H,p =W} Hop, W3, (M)
H,, = W Ho, W2, @

where Hupy ~ Ay 0 (0,05,,15,) s Hepy ~ Ay (0.1, 1, ), ¥ € C*™ > 0 is the receive correlation matrix at the
receiver B and, ¥, € C"*" > ( and ¥, € C"*" > ( denote the transmit correlation matrices at users A and C,
respectively. The channel matrices from C to D and A to D denoted respectively by H, ; and H, 4 can be modeled by

N, ny
Ha,b

A 4

Hae

Figure 2. Interference at the secondary receiver due to the signals of primary user.

1 1
Hc,d = lIJj Hcdo\ng 3)
1 1
H, =Y ;Hu, Wi, “)
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Figure 3. Interference at the primary receiver due to the signals of secondary user.

where Heg, ~ N 2 ic (O,I,, d,In(_), Haugy ~ Ny (O,In d,Ina), Y, € C"*"a > () is the receive correlation matrix at the

receiver, D. The channel matrices from A to E and C to E denoted respectively by H, . and H. . can be modeled by

1 1

H,. = 1113 Han‘Pc% ) (5)
1 1

Hc,e = ‘Peg Hceolpcz s (6)

where Hyoy ~ A, 0, (0,15, 10,), Heey ~ Npyn (0,1, 1,,), Po € C'*™ > 0 is the receive correlation matrix at the
receiver, E.
2.1. Received Signal Vectors at the Receivers and Eavesdroppers

The received signal vectors at B, D and E denoted respectively by y, € C"*!, yq € C"*! and y, € C"*! can be
expressed as

Yo = VPHopXa + VPHe pX, + 2, @
Yo = VEH X+ VEH, g%+ 7a, ®
Ye = \/ITaHu,eXa =+ \/ITCHC#XC +Ze. ©)

where x, € C"*! and x, € C"*! are the transmitted signal vectors from A and C respectively. P, denotes the power
at user A and P, denotes the power at user C. z, Z; and z, are the np, ny and n, dimensional additive white Gaussian
noise (AWGN) vectors at B, D and E respectively. The transformation from H,, to H,;, He, to H.;, H, to He 4,
H,, to H, 4, H,, to H, . and H,, to H., with the Jacobian yield respectively H,; ~ ‘M’banu (O,Tnb,‘ll,,a), H.; ~
‘/Z%-,"c (07‘"Pnb»qlnc)’ Hc7d ~ Mzd,nc (O7and»‘Pn(.)’ H, s~ %d,na (O;lpnd,lpna)’ Ha,e ~ </‘Zze,na (Oalpng»‘{lna) and Hc,e ~
%eﬂ% (0; '"Png 3 \Pnc) .

2.2. Probability Density Functions of the Channel Matrices

The probability density functions (pdfs) of the channel matrices from A to B, A to D and A to E are given respectively
by [18]

i1, (Hap) = 770" det(\Wy) " det(¥,) e (Vo Han¥a Hop), (10)
fa,, (Ha, e det(P,) e det(W,) e

fit o (Haq) = 7071010 det(¥g) ™ det(W,) e (Fa Paa¥a Haa) (1)
Sty (Hae) = 7" det(W,) " det(W¥,) "¢ (e Hacs Hae) (12)
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The pdf of the channel matrices from C to D, C to B and C to E are given respectively by

o gyt

fitea(Hea) = 7" det(Wy) " det(W,) e (Ve Hea¥e Hea) (13)
fes (Hc,b) — pneny det(‘Pb)fnf det(‘l’c)f’lbeﬁr(\{j;]H“"W‘TIHL"), (14)
fitee (Hee) = 77" det(P,) " det(P,) e (e Hees Hee), (15)

3. Ergodic Secrecy Capacity

In this section, taking into account the realistic propagation environments such as spatial fading correlation, we provide
analytical expressions for the ergodic secrecy capacity of cognitive MIMO networks without and with interference.

3.1 Ergodic secrecy capacity without interference

From equations (10) and (12), the ergodic secrecy capacity at the receiver, B can be expressed as

(C) = E [Indet (1, + % HaHy ) | ~E [Indet (1, +%.HaoHj )]

min(ny,ng) L
:ml Y ke Y det(tpa;;;gjj;f) Y det(‘Pbﬁ}jzgjﬁjﬁﬁ)]

k=0 lgil'“<ik§na 1§”1"'<”k§nb
min(ne,n4) L.
_ | J1J2 1 R RRY]
m| Y A Y de(W R Y de(warnzi) | (16)
=0 1§]1"'<]1§na lgvl"'<vl§ng

where ¥, and 7, are the average SNRs for the channels Hy 1, and H, ¢, respectively. The transmit correlation matrix at A
with correlation coefficient §,, € [0, 1), denoted by @, (&,,) and its’ determinant denoted by det (¥,) can be expressed
as

1 éa éa oo éa
éa 1 ga .. éa
det(Wo) =P, ()= | . . . . . (17)
& &
Since eigenvalues of @, (§,) are 1+ (n, — 1), and 1 — &, with n, — 1 multiplicities, its determinant can be written as
det (W) = det (Py, (Sa)) = (1 - §a>na71 (1 —&a+nala). (18)
For kth and /th order transmit correlation matrices, their determinant can be written respectively as
det (a2 ) = det (®y, (€)= (1= &) (1= &+ kEa), (19)
det (W) = det(Py, (&) = (1 - &) (1~ &4+ 1) 20)

The receive correlation matrices at B and E with correlation coefficient §,, € [0,1) and &,, € [0, 1), denoted by ®,,, (&,,)
and ®@,,(&,,), and it’s determinant denoted by det (¥;,) and det (¥,) can be expressed respectively as

L& & - &
det(¥p) = @y, (&) = éf} 1 éib ?b : 21)
i fb %b éb o -
and
1 & & o &
det (2,) = D, (&) = éf 1 & é . (22)
& & & ]
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Hence,

det (Wy) = det (D, (&) = (1= &)™ (1 =& +mp&y), (23)
det(We) = det (@, (&) = (1-&)" ' (1 - & +neke). (24)
For kth and Ith order receive correlation matrices, their determinant can be expressed respectively as
det (Ppy ik ) = det (@, (&) = (1-&) 7' (1= &+ k&), (25)
det (l}‘e;’i 2 Li) det(q)ne (ge)) = (1 _§6)171(1 _§e+l§e)- (26)

Substituting equations (19), (20), (25) and (26) into equation (16) yields

min(ny,nq)

<cs>—1n[ Y aé‘k!(’jj)(’jj){u@)(1—@)}"‘{1+<k—1>éa}{1+<k—1>éb}]

k=0

min(ne,ng)
[ X a/zv( )( ) { —@,)(1—&8)}1'{1+<l—1>éa}{1+<1—1>ée}]. @

3.2 Ergodic secrecy capacity with interference

From equations (10), (14) and (12), the ergodic secrecy capacity at the receiver, B can be expressed as

. o
)= [111 det ( w, + % HapH) b)} " E [indet (I,, + % HaoHJ)]"

min nh,na+nc ' Z det (¥ Tiofafe Z det (W hy,hy-hg
: GCf1. 2 fg bhy hy-hg
L1<f1<[fe<na 1<hy-<hg<p,

[mm Neng+nc)

Z st Y det(\ya,C;};;Z;;;;i) Yy det(%i};giiig)]. (28)

l<r|"'<rs§na l§11-~-<1x§”e

where ¥, . € C(natne)x(natne) > () denote the mutual transmit correlation matrix between users A and C with correlation
coefficient §,, 4.y € [0,1), denoted by @, 1) (§(n,+n.)) and its” determinant denoted by det (Vs ) can be expressed
as

1 gac éac e gac

éac 1 gac e gac
det (lPa, ) = na+n( (éac) = : : : . : . (29)

Gac Gac Gac 1 (natne) x (ng+ne)

Since eigenvalues of @, ) (€ue) are 1+ (ng +n. — 1)E, and 1 — &, with n, + n, — 1 multiplicities, its determinant
can be written as

det (\Pa,c) = det (q)(n,,+nc) (éac)) = (1 - éac)na+nc71{1 - éac + (l’la + nc)éac}- (30)
For gth and sth order mutual transmit correlation matrices, their determinant can be written respectively as
det (qj” 02 2 fg) B det( (ng+nc) (gac)) =(1— guC)g71{1 — Eac "’géac}a (31)
€ a,cr r =dce (ng+ne) \Gac)) = \1 = Gac = — Gac T S8Cac f-
det (W 7271 ) = det (D ) (Eac)) = (1= Eac) ™ {1 = Euc + 58} (32)

By similar ways as equations (25) and (26), for gth and sth order receive correlation matrices, their determinant can be
written respectively as

det (Wyt 2 ) = det (®y, (&) = (1= &) (1= & +8), (33)
det (Wl 2780) = det (@, (&)) = (1 - &) (1 - & +5&). (34)
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Substituting equations (31), (32), (33) and (34) into equation (28) yields

min(ny,,ng+ne

<cs>""=1n[ z nfg!(”; C)(g”){(1—éac><1—@,)}g—l{mg—1>€m}{1+<g—1>@,}]

min(ne,ng+ne) n e " o~
—ln[ Y ows( T (M) g0 -2 1{1+(s—l)éac}{lJr(s—l)ée}]- 35)

s=0 §

4. Numerical Results

In this section, we present the numerical results obtained from the closed-form analytical expressions of equations (27)
and (35) described in Section 3. These are newly derived equations incorporating the antenna correlation parameter in
the analysis of security performance of cognitive radio interference network, which are absent in the previous works
related to the security of cognitive radio networks [6-9]. Throughout the investigations, we consider the value of corre-
lation coefficient, & from 0.1 to 0.99 and the average SNR at the receivers are varied from -10dB to 35dB. The effect of
correlation on the ergodic secrecy capacity has been investigated with interference of one user to another and without
interference.

35
— 04 -
a0l T &=t =£,=0.5 Without interference ) /
mrmrmn £, 8L, =06 '
o5 =~ = GahE=04
— — 75,05
20 Eaa:abzgeZOB

Secrecy capacity (nats/s/Hz)

{ With interference

E)10 -5 0 5 1‘0 1‘5 20
Average SNR (dB)

Figure 4. The analytical results of ergodic secrecy capacity versus average SNR of primary channel with and without
interference, with n, = n. = 8, n, = n, = 12, £, = 0.95 and y,=-10dB.

Fig.4 illustrates, the ergodic secrecy capacity as a function of average SNR of primary channel (i.e., the channel
between primary user and primary receiver) for investigating the effect of antenna correlations with and without inter-
ference. In order to show the effect of correlations and interference, the correlation parameters &,, &, and &, are varied
from 0.4 to 0.6. It is observed that ergodic secrecy capacity decreases with the increase of the correlation parameters
and interference. It is also noticed that although ergodic secrecy capacity significantly decreases with the interference
of other channels, but the effect correlation is substantially reduced in the presence of interference.

The analytical results of the ergodic secrecy capacity as a function of average SNR of primary receiver is shown in
Fig.5 with &, = &, = £&. = 0.7, n, = 3 and 7,=-10dB for investigating the effects of spatial diversity on the ergodic se-
crecy capacity. From this figure we can see that ergodic secrecy capacity increases significantly with the increase of the
number of transmitting and receiving antennas. This enhancement of ergodic secrecy capacity is due to transmit/receive
diversity i.e., spatial diversity provided by simultaneous cooperation of transmitting and receiving antennas. It is also
observed that the rate of capacity enhancement reduces gradually with the increase of the number of transmitting and
receiving antennas.

Fig.6 depicts the analytical results of ergodic secrecy capacity as a function of average SNR of primary channel to
show the effects of eavesdropper antenna, n, and correlation coefficient, &, on the ergodic secrecy capacity. In the first
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Figure 5. The analytical results of ergodic secrecy capacity as a function of average SNR of the primary receiver with

¢o=8,=¢& =0.7,n, =3 and %,=-10dB.
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Figure 6. The analytical results of ergodic secrecy capacity versus average SNR of primary channel with n,=4, n,=6
and &, =&, =&, =05and,n, =6,n,=9,n,=15and §, = &, =0.5.

case, the value of n, = is taken as 2, 10 and 15 with n, =4, n, = 6 and &, = &, = £, = 0.5, and in the second case,
the value of &, = is considered as 0.3, 0.6 and 0.9. Observing these two cases, we can see that the secrecy capacity
significantly decreases with n, and slightly increases with &,.

The analytical results of ergodic secrecy capacity as a function of average SNR of primary channel is shown in
Fig.7 for investigating the effects of transmit and receive correlations &, and &, on the ergodic secrecy capacity. In
these observations, both the transmit and receive correlations are considered as 0.2, 0.5 and 0.8. From our investigations,
we can see that the effects of &, and &, are almost same and both these two effects play substantial role in the decrement
of the secrecy capacity of wireless channels.
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Figure 7. The analytical results of ergodic secrecy capacity versus average SNR of primary channel with n, = n; =
ne=10and &, = 0.5.

5. Discussion

We derive the closed-form analytical expression for the ergodic secrecy capacity at the receivers of a MIMO cognitive
interference radio network considering antenna correlation at the terminals of cognitive radio networks. The effects of
transmitting and receiving antennas, their correlations and diversities on the ergodic secrecy capacity are investigated
in the presence of an eavesdropper. The effect of antenna correlations with interference case is also compared with
the case of without interference. In addition, the effects of eavesdropper antennas and their correlations on the ergodic
secrecy capacity are investigated. Although, ergodic secrecy capacity of cognitive radio network significantly decreases
with interference, but the effect correlation is substantially reduced in the presence of interference. The enhancement
in ergodic secrecy capacity of a MIMO cognitive radio network is due to the transmit/receive diversity i.e., spatial
diversity provided by simultaneous cooperation of transmitting and receiving antennas. The effects of correlations of
transmitting and receiving antennas are almost same and both of them play a substantial role in the decrease of the
secrecy capacity of wireless channels.

6. Conclusion

The Key contribution of this paper is to derive the closed-form analytical expression for the ergodic secrecy capacity
at the receivers of a MIMO cognitive interference radio network considering antenna correlations at the terminals of
cognitive radio networks. Based on our observations and from the numerical results, it can be concluded that although,
ergodic secrecy capacity of a MIMO channels can be appreciably enhanced by increasing the number of transmit-
ting/receiving antennas, but spatial correlation effect of antennas significantly reduces the ergodic secrecy capacity of
a MIMO cognitive interference radio network. As the effect correlation is reduced in the presence of interference, so
a MIMO network system (which suffers from correlation effect) will be suitable for interference channel scenarios.
Moreover, a tradeoff between the number of transmitting/receiving antennas and correlation is necessary for achieving
better performance from a MIMO cognitive interference radio network.
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